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Part I – General Information 

 

Full Name Riccardo Lazzeretti 

Citizenship Italian 

Spoken Languages Italian, English 

 

Part II – Education 

 

Type     Year        Institution    Notes (Degree, Experience,…) 
University graduation 2007 University of Siena, Italy Relator: Prof. Mauro Barni, 110/110 cum laude 

PhD Doctor Europaeus  2012 University of Siena, Italy Thesis: “Privacy Preserving Processing of 

Biomedical Signals with Application to 

Remote Healthcare Systems”, Tutor: Prof. 

Mauro Barni 

Qualifying examination 

for the Engineering 

profession 

2007 University of Florence, Italy  

Italian National 

Habilitation as Associate 

Professors in Computer 

Engineering 

(Abilitazione Scientica 

Nazionale a professore II 

fascia nel settore 

concorsuale 09/H1 

Sistemi di Elaborazione 

delle Informazioni) 

2018 MIUR  

 

 

Part III – Appointments 

 

IIIA – Academic Appointments 

 

Start    End        Institution      Position 
Nov 

2010 

Mar 

2011 

Information Engineering Department, 

University of Siena 

Assegno di ricerca Art. 51 c.6 Legge 449 - 

27/12/1997 

Apr 

2011 

Mar 

2013 

Information Engineering Department, 

University of Siena 

Assegno di ricerca Art. 51 c.6 Legge 449 - 

27/12/1997 

Apr 

2013 

Mar 

2015 

Information Engineering Department, 

University of Siena 

Assegno di ricerca Art. 22 Legge 240/2010 

Sep 

2016 

Feb 

2017 

Mathematics Department, University of Padua Assegno di ricerca Art. 22 Legge 240/2010 

Mar 

2017 

Feb 

2020 

Department of Computer, Control, and 

Management Engineering Antonio Ruberti at 

Sapienza University of Rome 

RTD-A Art. 24 Legge 240/2010 

 



 

IIIB – Other Appointments 

 

Start End   Institution Position 
May 2007 Oct 2007 Information Engineering Department, University of Siena Co.Co.Co. 

Nov 2009 Apr 2009 Philips Lab, Eindhoven, NL Internship during PhD 

Apr 2015 Oct 2015 Information Engineering Department, University of Siena Co.Co.Co. 

Nov 2015 Jan 2016 Cynny s.p.a., Florence Researcher 

 

Part IV – Teaching experience 

During my academic career I served as assistant to several courses, both in English or Italian, 

offered at the University of Siena by Prof. Barni and at the University of Padua by Prof. Conti. I 

also offered a Mathematics course in a private institution, during my career in Siena. As RTD at 

DIAG, Sapienza, I held the course of Fondamenti di informatica 2 in the academic year 2017/18 

together with Proff. De Giacomo e D’Amore (3CFU), and offered some seminars during  the 

Master course “Seminars in Advanced Topics in Engineering in Computer Science” and the PhD 

course “Great Ideas in ICT”. In the academic year 2017/18, second semester I am the lecturer of the 

course “Sistemi di Calcolo (2nd part)” (6CFU) 

 

Year      Institution Lecture/Course 
2008-09 Information Engineering Department, University of Siena Teoria dei Segnali (Italian language), 

assistant 

2012 Ce.Fo.Art, Siena Mathematics (Italian language) 

2013-14 Information Engineering Department, University of Siena Multimedia Security (English language), 

assistant 

2014-15 Information Engineering Department, University of Siena Multimedia Security (English language), 

assistant 

2016-17 Mathematics Department, University of Padua Computer and Network Security 

(English language), assistant 

2016-17 Department of Computer, Control, and Management 

Engineering Antonio Ruberti at Sapienza University of Rome 

Fondamenti di Informatica 2 (Italian 

Language), co-lecturer 

2016-17 Department of Computer, Control, and Management 

Engineering Antonio Ruberti at Sapienza University of Rome 

Seminars in Advanced Topics in 

Engineering in Computer Science 

(English language), 3 hours lecture 

2016-17 Department of Computer, Control, and Management 

Engineering Antonio Ruberti at Sapienza University of Rome 

Great Ideas in ICT (English language, 

PhD course), 3 hours lecture 

2017-18 Department of Computer, Control, and Management 

Engineering Antonio Ruberti at Sapienza University of Rome 

Sistemi di Calcolo (Italian language), 

lecturer (Starting Feb 26, 2018) 

2017-18 CyberChallenge.it 2018 APT malware (Italian language), lecturer 

(2 hours lecture) 

 

Part V - Society memberberships, Awards and Honors 
 

Year     Title      
2011-17 IEEE member 

From 2017 IEEE Senior member 

From 2014 IEEE Signal processing society member 

From 2016 IEEE Computer Society member 

From 2018 Italian National Association of Cryptographers “De Componendis Cifris" member 

2017 Recipient of Italian MIUR “Fondo per il _nanziamento delle attività base di ricerca" FFABR 2017 

 

 



 

Part VI - Funding Information [grants as PI-principal investigator or I-investigator] 

Year      Title Program Grant value 
2017-18 Recipient - FFABR 2017 FFABR 2017 € 3000,00 

Nov 2017- 

Nov 2020 

PI - Security and Privacy of Biometrics for 

Mobile Authentication (SPoB-MA) 

Fondi Sapienza per la ricerca 2017 € 10000,00 

 

Part VII – Participation to research projects 

During my academic career I participated to many projects , cooperating with both academic and 

industrial partners. The main projects where I was involved are the FP6 European project SPEED 

(www.speedproject.eu), the Italian project priv-WARE, funded by MIUR, and the project ELT-950, 

sponsored by the Italian company ELT-Elettronica, where I coordinated the activities of the Siena 

unit, under the supervision of Prof. Barni, Investigator. I also have experience in project proposal, 

having proposed my ideas in several projects submitted to the European community (FP7 and 

Horizon 2020) together with other academic and industrial research centers. I have recently 

submitted a PRIN project, as Investigator of Sapienza University of Rome, together with 

Politecnico di Torino, Politecnico di Milano, Università di Pisa and Università di Bari. 

Year      Title Program Position 
2006-10 Signal Processing in the Encrypted 

Domain 

European FP6-IST Scientific 

reference of 

Task T2.3 and 

T2.4 

2008 - 2010 Priv-WARE PRIN program 2007 Scientific 

reference of 

WP3 

2011-12 ELT-950 ELT – Elettronica private funding Scientific-
Technical 
Reference 

2017 - 2020 Security and Privacy of Biometrics for 

Mobile Authentication (SPoB-MA) 

Fondi Sapienza per la ricerca 2017 PI 

 

Part VIII – Research Activities 
 

Keywords    

Secure Multi-Party Computation 

Privacy preserving applications 

Malware identification 

IoT security 

Fake news discrimination 

 

Brief Description 
Since my master thesis, my research activities principally focus on Privacy Preserving applications through 

Homomorphic Encryption and Secure Multi-Party Computation (SMPC) techniques. Such protocols allow two or more 

parties to cooperate in order to evaluate a given functionality without disclosing their respective private inputs each 

other. I have proposed several privacy preserving applications.  

In the European “SPEED” project: 

• I first worked on compression of encrypted images (master thesis and [1], see complete publication list at the 

end of the CV);  

• I cooperated together with Ruhr University of Bochum (Prof. Sadeghi) at the development of remote 

healthcare classification protocols, by proposing and implementing ECG classifiers based on Linear Branching 

Programs and Neural Networks. The outcome of the research has been published in several venues [2-4,8,21] 

(including top venue as ESORICS and IEEE TIFS) and is the main part of my PhD thesis [13];  



• I visited Philips Lab, Eindhoven, NL for six months, where I worked together with Senior Scientist Jorge 

Guajardo in privacy preserving protocols for ECG quality evaluation, proposing a novel protocol both in the 

plain and encrypted domain [7,11].  

During MIUR PRIN “Priv-WARE” project, I worked on the proposal of privacy preserving fingerprint identification 

protocols [5,6]. After the end of the project, I continued to work in the secure biometric identification topic and I still 

am active in this field, proposing several papers [10,15,20,22,24,28,38] (including IEEE SPM, Elsevier IJIS). 

I also contributed to SMPC by proposing several tools that efficiently evaluate different functionalities [9,12,14,16-

19,23,25] (including IEEE TIFS, IEEE SPL). 

Moreover I have recently proposed a secure multi-party consensus algorithm [26,32] (including ACM TOIT) that 

represents a building block for privacy preserving drones coordination. 

Currently I am applying SMPC techniques to malware identification through YARA rules, in a scenario where a 

security firm is interested to protect its private YARA rule and the client is interested to analyze its private files without 

disclosing them to the firm.  

 

Recently I also started to explore many other security topics, such as security in consensus networks [27], malware 

identification and classification [28], IoT swarm attestation [30,37], security in future internet technologies [35], fake 

news discrimination in social networks [33], etc. 

 

Part IX – Activities in scientific conferences, journals, etc. 

 

Year      Venue Role 
From 2016 Elsevier Journal of Information Security and Applications Associate editor 

From 2018 Frontiers on Big Data Review Editor 

2017 IEEE International Carnahan Conference on Security 

Technologies (ICCST 2017) 
Program Chair 

2016 Netherlands Organisation for Scientific Research (NWO) - 

NSF Privacy in a Cyber Environment (PRICE) call, 2016 
Expert Reviewer 

2018 International Symposium on Security and Privacy on 

Internet of Things (SPIoT 2018) 

TPC member 

2018 IEEE International Conference on Advanced and Trusted 

Computing (ATC 2018) 

TPC member 

2018 IEEE International Symposium on Multimedia (ISM2018) TPC member 

2017 Workshop on Security for Embedded and Mobile Systems 

(SEMS 2017) 

TPC member 

2017 Workshop on Security in Cyber Physical Systems 

(SecCPS 2017) 

TPC member 

2017 International Conference on Cyber Security (ICCS 2017) TPC member 

2017 International Symposium on Security and Privacy on 

Internet of Things (SPIoT 2017) 

TPC member 

2017 International Conference on Emerging Ubiquitous Systems 

and Pervasive networks (EUSPN-2017) 

TPC member 

2017 IEEE International Symposium on Multimedia (ISM2017) TPC member 

2018 IEEE International Conference on Advanced and Trusted 

Computing (ATC 2018) 

Workshop chair 

2017 IEEE International Conference on Advanced and Trusted 

Computing (ATC 2017) 

Workshop chair 

2017 ACM Conference on Security and Privacy in Wireless and 

Mobile Networks (WiSec 2017) 

Registration chair 

2017 Workshop on Security for Embedded and Mobile Systems 

(SEMS 2017) 

Publication chair 

2017 ACM Conference on Security and Privacy in Wireless and 

Mobile Networks (WiSec 2017) 

Publication chair 

2015 IEEE International Symposium on Intelligent Signal 

Processing (WISP 2015) 

Local Organization chair 

 IEEE TDSC, IEEE TIFS, IEEE TMM, IEEE SPM, IEEE 

TBD, IEEE TCSVT, EURASIP JIS, EURASIP JVIP, 

reviewer 



Elsevier JBI, Elsevier JISA, KSII TIIS, IEEE ICIP, IEEE 

WIFS, IEEE ICASSP, etc. 

2015 European Cyber Security month: SPRITZ-CLUSIT 

Workshop on Future Systems Security and Privacy 

Invited Speaker 

2016 European Cyber Security month: SPRITZ-CLUSIT 

Workshop on Future Systems Security and Privacy 

Invited Speaker 

Part X – Summary of Scientific Achievements 

 

Product type Number Data Base        Start    End 

Papers [international] 27 Scopus 2008 2017 

Books chapters [scientific] 2 Scopus 2013 2015 

 

 

Total Impact factor  21.97 (7 journal papers) 

Total Citations  386 

Average Citations per Product 12.87 

Hirsch (H) index 10 

Normalized H index* 1.0 

 

*H index divided by the academic seniority. 

 

Other metrics: 

 
 

Part XI– Selected Publications 

 

List of the publications selected for the evaluation. For each publication report title, authors, reference data, 

journal IF (if applicable), citations, press/media release (if any).  

 
1. M. Barni, P. Failla, V. Kolesnikov, R. Lazzeretti, A.R. Sadeghi, and T. Schneider. “Secure evaluation of private 

linear branching programs with medical applications”. In European Symposium on Research In Computer Security 

(ESORICS) 2009, Vol. 5789 of Lecture Notes in Computer Science pp 424-439, Springer, Saint Malo, France, 

September 2009, ISBN:  978-3-642-04443-4, DOI: 10.1007/978-3-642-04444-1_26, AR 0.19, Core A, GS 95, SC 

45, WS 16 

2. M. Barni, T. Bianchi, D. Catalano, R. Di Raimondo, R. Donida Labati, P. Failla, D. Fiore, R. Lazzeretti, V. Piuri, 

A. Piva, and F. Scotti. “Privacy-Preserving Fingercode Authentication”. In ACM Workshop on Multimedia and 

Security (MM&Sec) 2010, pp.231-240, Rome, Italy, 09 September 2010, ISBN: 978-1-4503-0286-9,DOI: 

10.1145/1854229.1854270, Core C, GS 162, SC 89 

3. M. Barni, P. Failla, R. Lazzeretti, A.-R. Sadeghi, and T. Schneider. “Privacy-preserving ECG classification with 

branching programs and neural networks”. IEEE Transactions on Information Forensics and Security, Vol. 6 No. 

2, pp 452-468, June 2011, ISSN: 1556-6013, DOI: 10.1109/TIFS.2011.2108650 , IF (2011) 1.340, GS 131, SC 62, 

WS 40 

4. R. Lazzeretti, J. Guajardo, and M. Barni. “Privacy Preserving ECG Quality Evaluation”. In Proceedings of ACM 

workshop on Multimedia and security (MM&SEC) 2012, pp. 165-174, COVENTRY, UK, 06 September 2012, 

ISBN: 978-1-4503-1417-6 DOI: 10.1145/2361407.2361435, AR 0.48, Core C, GS 20, SC 6 

5. R. Lazzeretti and M. Barni. Private Computing with Garbled Circuits [Application Corner]. IEEE Signal 

Processing Magazine, Special Issue on Signal Processing in the Encrypted Domain: when Cryptography Meets 

Signal Processing, March 2013, ISSN: 1053-5888, DOI: 10.1109/MSP.2012.2230540, IF(2013): 4.481, GS 9, SC 

7, WS 5 

6. M. Barni, M. Bernaschi, R. Lazzeretti, T. Pignata, and A. Sabellico. “Parallel Implementation of GC-Based MPC 

Protocols in the Semi-Honest Setting”. In International Workshop on Data Privacy Management and Autonomous 

http://dx.doi.org/10.1145/1854229.1854270
http://dx.doi.org/10.1109/TIFS.2011.2108650
http://dx.doi.org/10.1145/2361407.2361435


Spontaneous Security, DPM 2013. Springer, 2013 Egham, UK, September 12-13, 2013. ISBN: 978-3-642-54567-

2, DOI: 10.1007/978-3-642-54568-9_5, GS 9, SC 1, WS 1 

7. M. Barni, G. Droandi, and R. Lazzeretti. “Privacy protection in biometric-based recognition systems: A marriage 

between cryptography and signal processing”. IEEE Signal Processing Magazine, Vol. 32 No. 5 pp 66-76, 

September 2015, ISSN: 1053-5888, DOI: 10.1109/MSP.2015.2438131, IF(2015) 6.671, GS 22, SC 14, WS 13 

8. R. Lazzeretti; T. Pignata; M. Barni, "Piecewise Function Approximation With Private Data," in IEEE Transactions 

on Information Forensics and Security, Vol.11, No.3, pp.642-657, March 2016, ISSN: 1556-6013, DOI: 

10.1109/TIFS.2015.2503268, IF(2016): 4.332, GS 2, SC 2, WS: 2 

9. G. Laurenza, L. Aniello, R. Lazzeretti, and R. Baldoni. “Malware Triage based on Static Features and Public APT 

Reports”. International Symposium on Cyber Security Cryptography and Machine Learning (CSCML), 2017 pp. 

288-305 Be’er Sheva, Israel, 29 June 2017, ISBN: 978-3-319-60079-6, DOI: 10.1007/978-3-319-60080-2_21 

10. M. Conti, D. Lain, R. Lazzeretti, G. Lovisotto, and W. Quattrociocchi. “It's Always April Fools' Day! On the 

Difficulty of Social Network Misinformation Classification via Propagation Features”. Workshop on Information 

Forensic and Security, WIFS 2017, Special session on Social networks and user-generated content verification, 

2017, IEEE, Rennes, FR, December 4 - 7, 2017, ISBN: 978-1-5090-6769-5, DOI: 10.1109/WIFS.2017.8267653, 

GS 6 

11. M. Ambrosin, P. Braca, M. Conti, and R. Lazzeretti. “ODIN: Obfuscation-based privacy preserving consensus 

algorithm for Decentralized Information fusion in smart device Networks”. ACM Transactions on Internet 

Technology (TOIT), special issue on emerging Technologies for Connected Communities, 2017. Vol 18 Issue 1. 

No. 6 pp. 1-22 , December 2017, ISSN 1533-5399:, DOI: 10.1145/3137573, IF(2017): 1.727   

12. Y. Luo, S. Cheung, R. Lazzeretti, T. Pignata, and M. Barni. “Anonymous subject identification and privacy 

information management in video surveillance”. Springer International Journal of Information Security, June 2018 

Vol. 17, Issue 3  pp.261-278, ISSN 1615-5262, DOI: 10.1007/s10207-017-0380-2, GS: 1, IF(2017): 1.658. 

 

 Legend: 

• AR: Acceptance Rate 

• GS: Google Scholar citations 

• IF: Impact Factor (year) 

• Sc: Scopus citations 

• WS: Web of Science citation 

• Core: Conference rank, Core2018 

• Qualis: Conference rank, Qualis 

 

 

Part XII– Full Publications list 

 
[1] R. Lazzeretti and M. Barni. “Lossless Compression of Encrypted Grey-Level and Color Images”. Special session on Signal 

Processing in the Encrypted Domain, EUSIPCO, 2008.  

Citations on Scopus: 32, Scholar: 73, Conference rank (CORE2018): B. 

[2] M. Barni, P. Failla, V. Kolesnikov, R. Lazzeretti, A.R. Sadeghi, and T. Schneider. “Secure evaluation of private linear branching 

programs with medical applications”. European Symposium on Research in Computer Security, ESORICS 2009, pages 424-439, 

2009.  

Citations on Scopus: 41, Scholar: 90, Web of Science: 16; Acceptance rate: 0.19, Conference rank (CORE2018): A. 

[3] M. Barni, P. Failla, R. Lazzeretti, A. Paus, A.-R. Sadeghi, T. Schneider, and V. Kolesnikov. “Efficient privacy-preserving 

classification of ECG signals”. In IEEE International Workshop on Information Forensics and Security, WIFS 2009, pages 91-95,  

2009.  

Citations on Scopus: 12, Scholar: 27; Acceptance rate: 0.30. 

[4] M. Barni, P. Failla, V. Kolesnikov, R. Lazzeretti, A.R. Sadeghi, and T. Schneider. “Combining Signal Processing and 

Cryptographic Protocol Design for Efficient ECG Classification”. SPEED 2009 Workshop co-located with CHES 2009, page 42, 

2009.  

Citations on Scholar: 1. 

[5] M. Barni, T. Bianchi, D. Catalano, R. Di Raimondo, R. Donida Labati, P. Failla, D. Fiore, R. Lazzeretti, V. Piuri, A. Piva, and F. 

Scotti. “A Privacy-compliant Fingerprint Recognition System Based on Homomorphic Encryption and Fingercode Templates”. In 

IEEE International Conference on Biometrics: Theory, Applications and Systems, BTAS 2010.  

Citations on Scopus: 40, Scholar: 78, Conference rank (Qualis): B2. 

[6] M. Barni, T. Bianchi, D. Catalano, R. Di Raimondo, R. Donida Labati, P. Failla, D. Fiore, R. Lazzeretti, V. Piuri, A. Piva, and F. 

Scotti. “Privacy-Preserving Fingercode Authentication”. In ACM Workshop on Multimedia and Security, MM&Sec 2010.  

Citations on Scopus: 86, Scholar: 157, Conference rank (CORE2018): B. 

[7] M. Barni, J. Guajardo, and R. Lazzeretti. “Privacy Preserving Evaluation of Signal Quality With Application to ECG Analysis”. 

In IEEE International Workshop on Information Forensics and Security, WIFS 2010.  

Citations onScopus: 9, Scholar: 12; Acceptance rate: 0.27. 

[8] M. Barni, P. Failla, R. Lazzeretti, A.-R. Sadeghi, and T. Schneider. “Privacy-preserving ECG classification with branching 

programs and neural networks”. IEEE Transactions on Information Forensics and Security, 6(2):452-468, June 2011.  

Citations on Scopus: 59, Scholar: 125, Web of Science: 37; JCR Impact Factor 2011: 1.340; SJR 2011: 0.855, Scopus CiteScore 

http://dx.doi.org/10.1109/MSP.2015.2438131
http://dx.doi.org/10.1109/TIFS.2015.2503268


2011: 3.68. 

[9] R. Lazzeretti and M. Barni. “Division between encrypted integers by means of garbled circuits”. In IEEE International Workshop 

on Information Forensics and Security, WIFS 2011.  

Citations on Scopus: 11, Scholar: 12; Acceptance rate: 0.28. 

[10] Y. Luo, S.C. Samson, T. Pignata, R. Lazzeretti, and M. Barni. “An Efficient Protocol for Private Iris-Code Matching by Means 

of Garbled Circuits”. In International Conference on Image Processing (ICIP), Special Session on Emerging Topics in Cryptography 

and Image Processing, 2012.  

Citations on Scopus: 13, Scholar: 20, Web of Science: 5; Acceptance rate: 0.39, Conference Rank(CORE2018): B. 

[11] R. Lazzeretti, J. Guajardo, and M. Barni. “Privacy Preserving ECG Quality Evaluation”. In Proceedings of ACM workshop on 

Multimedia and security, MM&SEC 2012.  

Citations on Scopus: 6, Scholar: 18; Acceptance rate: 0.48, Conference rank (CORE2018): B. 

[12] T. Pignata, R. Lazzeretti, and M. Barni. “General Function Evaluation in a STPC Setting via Piecewise LinearApproximation”. 

In IEEE International Workshop on Information Forensics and Security, WIFS 2012. 

Citations on Scopus: 5, Scholar: 6, Web of Science: 3; Acceptance rate: 0.30. 

[13] R. Lazzeretti. “Privacy Preserving Processing of Biomedical Signals with Application to Remote Healthcare Systems”. PhD 

thesis, PhD school of the University of Siena, Information Engineering and Mathematical Science Department, November 2012. 

Tutor: Prof. Mauro Barni, http://theses.eurasip.org/theses/472/privacy-preserving-processing-of-biomedical/download/  

Citations on Scholar: 5. 

[14] R. Lazzeretti and M. Barni. “Private Computing with Garbled Circuits [Application Corner]”. IEEE Signal Processing 

Magazine, Special Issue on Signal Processing in the Encrypted Domain: when Cryptography Meets Signal Processing, March 2013. 

Citations on Scopus: 7, Scholar: 10, Web of Science: 5; JCR Impact Factor 2013: 4.481; SJR 2013: 1.631, Scopus CiteScore 2013: 

4.77. 

[15] R. Lazzeretti, P. Failla and M. Barni. “Privacy-Aware Processing of Biometric Templates by Means of Secure Two-Party 

Computation” chapter in P. Campisi Security and Privacy in Biometrics. Springer, 2013. 

http://www.springer.com/us/book/9781447152293. 

[16] M. Barni, M. Bernaschi, R. Lazzeretti, T. Pignata, and A. Sabellico. “Parallel Implementation of GC-Based MPC Protocols in 

the Semi-Honest Setting”. In International Workshop on Data Privacy Management and Autonomous Spontaneous Security, DPM 

2013. Springer.  

Citations on Scopus: 1, Web of Science: 1, Scholar: 9; Acceptance rate: 0.28. 

[17] M. Barni, M. Bernaschi, R. Lazzeretti, T. Pignata, and A. Sabellico. “Efficient implementation of garbled circuits for multi-party 

computation protocols”. In Workshop on Information Privacy and Security, JIPS 2013. 

[18] R. Lazzeretti, T. Pignata, and M. Barni. “Secure Evaluation of Private Functions through Piecewise Linear Approximation”. In 

IEEE International Workshop on Information Forensics and Security, WIFS 2013.  

Citations on Scopus: 2, Scholar: 2, Web of Science: 2; Acceptance rate: 0.35. 

[19] R. Lazzeretti, S. Horn, P. Braca, and P. Willett. “Secure multi-party consensus gossip algorithms”. In IEEE International 

Conference on Acoustics, Speech and Signal Processing, ICASSP 2014, pages 7406-7410.  

Citations on Scopus: 5, scholar: 6; Acceptance rate: 0.48, Conference rank (Qualis): A1, Conference rank (CORE2018): B. 

[20] G. Droandi and R. Lazzeretti. “SHE based non interactive privacy preserving biometric authentication protocols”. In IEEE 

International Symposium on Intelligent Signal Processing, WISP 2015, Siena, Italy, May 2015. 

[21] R. Lazzeretti and M. Barni. “Privacy preserving classification of ECG signals in mobile e-health applications”. Chapter in Aris 

Gkoulalas Divanis and Grigorios Loukides: Medical Data Privacy Handbook; Springer book. 2015.  

http://www.springer.com/kr/book/9783319236322. 

[22] M. Barni, G. Droandi, and R. Lazzeretti. “Privacy protection in biometric-based recognition systems: A marriage between 

cryptography and signal processing”. IEEE Signal Processing Magazine, 32(5):66-76, Sept 2015.  

Citations on Scopus: 10, Scholar: 15, Web of Science: 10; JCR Impact Factor 2015: 6.671; SJR 2015: 2.713, Scopus CiteScore 2015: 

8.15. 

[23] R. Lazzeretti and T. Pignata. “Privacy Preserving Cloud Computing through Piecewise Approximation of Multivariate 

Functions”. In IEEE Conference on Communications and Network Security, CNS 2015. 

Acceptance rate: 0.27. 

[24] G. Droandi. “Non-Interactive Privacy Preserving Protocol for Biometric Recognition Based on Somewhat Homomorphic 

Encryption”. In European Conference on Cyber Warfare and Security ECCWS 2015. Best PhD paper. Tutors: Riccardo Lazzeretti 

and Mauro Barni. 

[25] R. Lazzeretti, T. Pignata, and M. Barni. “Piecewise function approximation with private data”. IEEE Transactions on 

Information Forensics and Security, 11(3):642-657, March 2016.  

Citations on Scopus: 1, Scholar: 1, Web of Science: 1; JCR Impact Factor(2016): 4.332, SJR (2015): 1.419, Scopus CiteScore 

2016:5.81. 

[26] P. Braca, R. Lazzeretti, S. Marano, and V. Matta. “Learning with privacy in consensus + obfuscation”. IEEE Signal Processing 

Letters, 23(9):1174-1178, 2016.  

Citations on Scopus: 1, Scholar: 2, Web of Science: 1; JCR Impact Factor 2015: 1.661; SJR 2015: 0.872, Scopus CiteScore 2015: 

3.13. 

[27] K. Kallas, B. Tondi, R. Lazzeretti, and M. Barni. “Consensus Algorithm with Censored Data for Distributed Detection with 

Corrupted Measurements: A Game-Theoretic Approach”. Lecture Notes in Computer Science, Proceedings of Conference on 

Decision and Game Theory for Security, GameSec 2016, 9996:455-466, 2016.  

Citations on Scholar: 1; Acceptance rate: 0.45. 

[28] G. Laurenza, L. Aniello, R. Lazzeretti, and R. Baldoni. “Malware Triage based on Static Features and Public APT Reports”. 

International Symposium on Cyber Security Cryptography and Machine Learning, CSCML 2017. 

[29] A. Del Pozzo, S. Bonomi, R. Lazzeretti, and R. Baldoni. “Building regular registers with rational malicious servers and 

anonymous clients”. International Symposium on Cyber Security Cryptography and Machine Learning, CSCML 2017. 

[30] M. Ambrosin, M. Conti, R. Lazzeretti, M. Rabbani, and S. Ranise. “Poster: Toward secure and efficient attestation for highly 



dynamic swarms” In ACM Conference on Security and Privacy in Wireless and Mobile Network, WiSec 2017. 

Conference rank (Qualis): B1. 

[31] M. Di Pirro, M. Conti, and R. Lazzeretti. “Ensuring information security by using Haskell advanced type system”. In IEEE 

International Carnahan Conference on Security Technology, ICCST 2017. 

[32] M. Ambrosin, P. Braca, M. Conti, and R. Lazzeretti. “ODIN: Obfuscation-based privacy preserving consensus algorithm for 

Decentralized Information fusion in smart device Networks”. ACM Transactions on Internet Technology (TOIT) special issue on 

emerging Technologies for Connected Communities, 2017. Vol 18 Issue 1. No. 6 pp. 1-22, December 2017, ISSN 1533-5399:, DOI: 

10.1145/3137573, IF(2017): 1.727  JCR Impact Factor 2017: 1.489, SJR (2016): 0.385, Scopus CiteScore 2016: 1.83. 

[33] M. Conti, D. Lain, R. Lazzeretti, G. Lovisotto, and W. Quattrociocchi. “It's Always April Fools' Day! On the Difficulty of Social 

Network Misinformation Classification via Propagation Features”. Workshop on Information Forensic and Security, WIFS 2017, 
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